Languages

O English (Proficient)
O Polish (Native)

Certifications

OFFENSIVE’
SEEUFIY

OSWE

OFFENSIVE’
SEEWCILY

Education

Technical High School
of Transport and
Telecommunication
in Lublin

degree: IT technician

Summary

Accomplished, analytical and result-oriented professional with years’
of experience in field of IT Security, Penetration Testing and
background in network administration. Self-motivated and able to
work independently as well as part of a larger team. Familiar with
multiple business sectors such as finance, government and
e-commerce. Able to automate workload with usage of strong
programming skills or with commercial software such as Nessus,
MetaSploit Framework and BurpSuite. Holder of industry recognized
qualifications such as GXPN, OSWE and OSCP. Excellent reporting,
client services and communication skills. Seeking to achieve a high
standard in whatever work undertaken.

Professional Experience

Lead Infrastructure & Cybersecurity Engineer
Spyrosoft, April 2022 - Present

— Helped to form a new Cybersecurity team, services portfolio and
client base.

— Provided penetration testing and other IT security related
services for a number of customers.

Security Researcher
SynAck Red Team, January 2022 - Present

— Performed security research in Bug Bounty programs.

Security Engineer / Pentester
Equinix, May 2020 - November 2021

— Performed a number of penetration tests of web, mobile
applications, APIs and infrastructure components.

— Conducted multiple source code and cloud infrastructure security
reviews.

— Implemented and administered WAF and SAST solutions
including custom rules meeting organization needs.

— Took a part in DevSecOps team building and recruitment.

— Aided product development teams on establishing security best
practices.

— Improved and maintained overall SDLC security posture through
security toolset.



Skills

IT Security
Penetration testing
Reverse engineering
Networking
Programming

000 O0O0

Reporting

Programming

Python 2. 0.0. ¢
JavaScript Yok
Golang *

Bash kK

IT Security Pentester
DB Schenker, May 2019 - May 2020

— Conducted hands-on penetration tests for decentralized
infrastructure and cloud environments.

— Delivered number of written reports including necessary
recommendations and applicable countermeasures.

— Introduced multiple internal, security-oriented projects.

— Performed internal security training sessions and workshops.

IT Security Consultant / Pentester
Securitum, July 2018 - May 2019

— Performed a number of web application and infrastructure
pentests, audits and source code reviews.

— Conducted red-teaming assessments including physical security
and social engineering attacks.

— Provided advisory and support in fulfilling best security practices.

— Participated in pre-engagement and post-engagement activities.

Pentester
Exatel, November 2016 - June 2018

— Performed penetration tests and security audits for both external
customers as well as internal infrastructure.

— Tested infrastructure and applications of a wide variety of
industries including energy, government, banking and
e-commerce.

— Participated in pre-engagement and post-engagement activities.

— Conducted internal security research involving bug hunting and
exploit development.

Security Analyst

Trustwave, November 2014 - November 2016

— Analyzed multiple security threats from various data sources.

— Administered UTM platform, AV, DLP, IPS and FW solutions.

— Maintained network security equipment to ensure compliance
and systems operation.

— Diagnosed and resolved multiple common network problems.

— Maintained a detailed inventory documentation.

Network Specialist
Guest-Tek, August 2013 - November 2014

— Administered Linux based servers and network equipment.





